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Abstract-Digitization is the talk of the day and everything everywhere is being digitized. On one hand
digitization presents immense importance from the view point of convenience but at the same time it raises
pertinent questions regarding security. The paper presents a discussion on the various aspects relating to cyber
space, cyber security, cyber law and the step by government to make the Indian cyber space safe and secure. The
paper also takes into account data which shows the trends of cyber-attacks and compares the nature of attacks
with the steps taken by the government to curtail such attacks in the future. Towards the end, the paper provides
solutions for the better development of cyber security protocols in India.

Key words- Digitization, Cyber Security, Cyber Law, Artificial Intelligence, Machine Learning, Internet

AI3eR WY &I i @ 4 w2 ey vd o™ gfg &1 g sk
S99 BRI el B qffwT
EEIBERCIE i)
fSiget Tellgel of whal
3fo Yo fied Telge YFaRidl, AI-Ia—131 001, BRATOM, WIRd
dmalaviya@jgu.edu.in

HR— 3775 & qHY ¥ FSSNHR0T ggafd & | I8 Al & Fifd fSSpRor AISii Bl agd A 3R Glaarsi=e a1 <l
2| GRS 31R ST 99 & STeI—Tey fSSiiaxor JRen & wifia warer ot =at # affferd axar 2| 39 o &
AT ¥ ATgaR WA, ATgaR YRef ATSaR Al 1erar TRBRI Al B IR ¥ AHSIT SR AR A S BT 9T fhar
SR o 9T §1 99 9 RA & AIgaR W GRIA 81 I8! & I7 181 ° 72T 8 91d §o Aral H fhd- dsaR g9l gU & 3iR
IRGRI RN BT 39 9l IR T J9TT TST & I ) AHS BT WA T ST | 31 § YR df A186) W 6l 3R
RIS B BT SR, 39 SUT WR Y faaR fomam S |

IS 2req— ST, ATSaR Frefl, AigeR A, B gigaen, 7ie arferm, gexmie

1. TR=I— favg &1 vfaw fefTea 819 araTr @ iR 31 aTet I8 H 39 fSoieror &) 7 3R WY ge+ arel © | fSohexor
% PRI YT B Td 11 9] DMSY I8 9% I ST &7 e &1 F=I1aT1  9¢ 7S © | S0 dold gevrie ATh Oy
(3ME.ATEL) BT ARV BT Il Td [IHRT BT © | VRl W1 H HaT S Al ATS.31.CT BT 3fef I8 © DI a8 Fl aRY
T =T PR & HER of: WHCIIR ©; 98 IRV SCvIC $ ATH A UP SN A S| 88 © | I§ SUBRYT TN, BT bl
3 Sieire 1 81 Webdl © | A1 G o fAURIC 37d STel UUR R 8] AU FeR IR FIYEId DRI Il & | SR Py Bl
A1 8 3R Pg JHA Al | Ueb AR STeT Gl 81 AT & TAT TIR AR STET DI IR 3R SRIBY BT Al A 81 TATE |

SR & S+ BRT # B9 AT JoaT a¥gell @l drei—andl 9 JRIET W € S a9 & wdv W Rerd Srer Y gRem W
TP, TS SITQ ST A1 | I B ST & | IR, fSoiaxoT o Afiig 819 9§ FRell Ud dad UIs B T8
2| 31 9ATd & fb 2039 # fea 3 w9 31fdes ArgeR gxel TR # gU 3iiR 2ieT < aTell 91 I8 € & UlRrr & 89 arel
ATEER &l & 2 H MR TR I TR AT 2 |

Sreqeerer (ferso efter ufiiesT) @Us—10, Sid-1, T-2022 (31 TEL.TAT. © 2322-0708, 33T TATE. : 2350-0123)



oter U

319 R TS ST 9 T GO W STIC & HAEIH I eI s © ol AISaR 8Hel I 8I dTell BT &I =TT 98
I S & 3TR ST foly TS aR RefT 31k 1 31fre Aecaqut &1 oIl 7 |

2. ATZER YRET FAT Bl 8 ? TR A&I § HET S dF ATgaR GReT a1 JRem 2 e & g et s o 9 8, A
IS TABRID JHT DT HH AT ST el © | ISR BHel & AETH A U HRITo1/ATSaR JURE WAIhT & Acad bl
9IS PR AHT © | TRAAHS B F BT TRBITT SIBRI B BRI Acdd DI T [hAT ST Fohdl & oI
PR QX R Pl 371 JHATT IS UG Ahd © | ATgaR GReE BT U & Iga%d © IR d Sgad ¢ fb Sugeh Rerd
THA | ATl 3R @6 BT g1 |

ST Bl SUUTH TS H el AT & D [SSIBRYT g8 ol I 3T & IR SICT BT JRIETT IET A WY | H9d 78] &,
A% foTq S gigae o1 T foram 127 2 | 1 I 2SI GRefT HOTTell BT P G &l AN BR S Forq a1
T 2 | S ThR ORI =1 4§ 3 g o1 RINT B- & 319 g9l &l GuIRT & [

3. pfm gigwcar, w2 AfrmT vd Arser YRem W 39 UH1e— U 9 39 @ oY $3W gfgar dad e
AT B Ul 81 Fahell & IR AP AR IR BBl S 1 P lGHT 39A eI AfAD ¢ | Of Hbbreif, THO Teo
), G0 IEeR, IR W0 20 399 &1 IRAISTT HF G ST 98 0 F GRFINT HRaT 2 91T & Yo efi,
B JFGAT & FRAUS, 7 HH Jgaa & AR 9evo H B "R T A Fohchl 27 Farel 8 R b of o [
AT B gigHar U QT Uil & /e Ad e 81 9ad] & A1 98 W) 8 S | A1 Aed! § S9d
TR TR TR I~ PR Aehcll & | I8 W B8] Sl APl & DI PIH lgH A gfg BT Tl & Sil Bl A §RT
1 S © | B g @ Gl U Ta—Rg THNIREH | 41 3l Sff Fehe! © |

e S1ETH T HM IGHATT BT U I & | HIC TR TR P8 Al S Jfgh H AT Jiga Tl sl & IRy
a1 TR fS9T BTeT T STANT &) & G BIa1 8 I qa-id ol 7 1T wer iram € | 7= orfte # 9ga
ART STl WTeCdR gRT AAIRA fhar SIrar 2, oiR g9 Sames | 7= 1+ o1 &l Rarch) © | 98 ST ITerd el 81T
o5 72N rferT 1 Wiredear aRRE B1aT 2 &R 3fEHe & o1 TR SRR BT & [ SEX0 & dR W 39 §9 %8 Tl o
HHT © b v AL BT g7 a1 M1 & &1 I9 g ‘o' 9 85 9" a6 S € ey €1 39 7l Bl srer & S ©
R & g8 #elH gigac & Ul UR 3R &1 9b, $96 A1 I9d AMGCIIR Pl W@ AR Bl &1 W1 T Bl ST
%I%TWWWW?W%@'&W@@@'@WQ%d#EF[HGIH@[HTH%@Gﬁ?‘cﬁldl SESIRER]
ISSICAN |

fESfiepxvr 2g A axqu f3fSiee Uy # aaell S €l & | aifd WaHl $I drad] H_l & AR Fifds dRad! & fog
SCXAIC 38H & ol Yl WIS fSfiTee U W gexe W S 8U & | 31R A 3iR AR WIS BT STl Aells qav
Rera 2 | wfg & fow of2m gfgaa vd 7 1formT +ff smavaed &1 ST © | 3179l & F9 # STl $a-1 31feid 81 gl ©
5 S99 & 991 # I R ofR U1 HRAT 9T BT T 2, SHfelY SAH B P A Ua e AT a7 31ferd
STTRIRAT TSl B | TSR W & & 3 fl o U1 2 | 91 9 11 &l § 99 edd DI & B Tl 3R Aedd o 8T
UEAT dTel Q1 2 S g vd Wl AfNTH S SUART R & VAT HRER ATk 991 W@ § 91 foh W 2 fadt
HAR DI WS PR FAGTA SICT Bl JATTHIGTNE T Fhdl & 3TR S IUHRHI Bl BT U5 d Hahell o |

319 Fifh Teqd & FHAATAR 3R I&Th QI &1 39 Ah-1D] BT SKIHATA B I8 & Al oM & Ao DI FIfRa &1 dfed
B 1T © 1 FReiRa &xe1 3R Y Bfed 81 9I1ar & difeh A Tt A9 G107 & 31 81 BRf Bl & 3R s IR Uar
ff BT ® 5 S g vd wefi it @ fsror 1 aRm A ®Te IR gsdr 8 SR AT B 9el ST ® Sl o
ol A BT A 1T BT © | U | dgl O el & 6 7204 7 w9dia gfg &1 9 vis fear 7 | 9 uRged # 8 arelt
g1 BT ScRari B9 81T U8 fReiRd HRAT ST 314¥d 81 $IaT 2 |

I &R T & QT US| B & a9 81 B gigHear Ud el ST & A1 1 U8e] 8 | 311 O &9+ S9d §ITd & dR
H 91T B B 31 [T 89 $HD o™ 1 A1 a1 BN | ST DI SUYTh STJT0a1 3 PHET AT 8 b 71 Q1 dbeilpi & HANT A
ATZER W D] FRET Bl AGT S Fhall & Sl ST A8 57 ADb11D| BT TANT AgaR WA DT GRI&T 914 & o1y 1 fhar
ST a2 | 7 31T & U dob-ileb BidT & RUTH 3R 59 Tl bl SUANT BN b ATaR &b fhdT ¥l FTgeN gHot
T YATAM T b & [

Segeierer (fergiren otter ufieT) @Ug—10, -1, T-2022 (31 TAL.TRT. : 2322-0708, 3 TS TATEL. © 2350-0123)



onfer U

4. 9RA H AIZIR YRET D daeld ATATH— AR GRETT AT YR&T B AhedT [Usel 2P § 9gd daell © | Ugel Vel
IRIRY HTCIIR ¥ RIRCH BT GRITT ST ST FahdT o IR 374 VAT 81 © | AR GRE geg Sif b &9 2090 H A5
9039¢ o 98 9dHR T 039 H 93 TR A A1 3fH &I 75 | TAY UAT Il @ b AIgaR GRE Udh g & forg b=
HEaYl 8 | 39 ARG TR HIER MATTH e TfAfhar S F 2039 H & 9 GRET IdTaiTai SN & | § 019 3 R
ARI A S[ATET GHIEATYUl Ble Udhs g 3Mlfa | dIfddl—9 9 TRl & IR ¥ ORJd U 4 RAT Bl & a2
ATFAHT—R FRe TeI31 HT fIavor I 2 |

4.1 drfldi—9- U€ferd geArg”

arfafaferar dR039
GRETT TeARA BT fFarRor 980t
GReENBs ey Ybierd 3€0
LRGN ¢
JRET IS SN &9¢
gferor ST 9%
AIgaR GREAT Hid fga
A 3T/ AT €
RIS 3Rt/ 3Tl ©
42 AfASTI— -GRear gl &1 faazor’
]IRET "eHIg | 039
TBTRmAT ' 433
MG a Fead Wi+ /S ¥3R04%19
argRferd Har 9TVE
IR/ gAYl BT R0€990
dedTge famuor 980t
deXilgc YUo Gﬁ? HIAdYR UIIRY] 98Tt
Sl L8R
B 9303c ok

TS TP B AP & HROT IR S daek] TR S URGI B ACATE UT &1 R8T © | T AFSdRIR AR 1dT Hufrar
B g 7 RIS far & {6 WRA 2020 6 Fe3IC 3iTh FT & dI0TR BT 0% R TR YT &6 STHM &I $T0T I © |
g TeTd AT ATGER YReT & Afey AIeTeit s e 8 1

A1 B TRBR & Al Py A 8 Sl b AgaR WH DI GRIET SR & oY ISIY 1Y 2 | §7H A T USell HaH & DS
JMITTBT ufafshar S| ol wnfud o)1 | I S ATgaR T8l & Ui & U Th Arsd Toidl 8 | 59 Toid! & Iid
MY IUBRYT & FSTTah] T ¥ A TRl Bl PRI F=aT 2| 39 A1 & 9Rd & IS Hhe Jae ATl o
Ry o AT8aR 89l 819 UR A d FaTel= UishaTe X Fenferd &1 STl © | 3961 o I © fh 9 J8+ uR agaw= =&l
BIAT ¥ 31R T AT &A1 AR 81 7T 2 | 099 H R WRGR A AR WAl S5 Bl RIUAT Bl oY | §9 B BT o
IGLYY dic—-C AHHT BT UgaT IR T HRAT & | 3T die—-e & AhAT 9 81 3oy A Bg oA Wiaet & Hcad
R &1 GRRE 0 axar 2 | aifed—3 s 3 & IR ¥ faga su A gEr e g ("

Sreqeerer (ferso efter ufiiesT) @Us—10, Sid-1, T-2022 (31 TEL.TAT. © 2322-0708, 33T TATE. : 2350-0123)



oner U

4. difeTdT 3- dle—Ac gRT ¢ &1 T8 "gcAN

dic— ¢ gRT 2 &I T ESHT
50000000
45000000
40000000 -
35000000
30000000
25000000 -
20000000 -
15000000 -
10000000
5000000 -
0- : : : : : : : : : : :
S xﬁ} w§b xsF w§° \;F N;? \ﬁp \;9 ﬁ;? \§> \5}
SR P P P P A I P P A

SIBIEN Calaol SIERM, 000 & IITBE Vo3l & dad Ud (AT SJFABROT B AT I SR 8 ST &b pifcd
AR DI AR BAAT W GRIOK I | 5 AMATIH & Fekd IS HS@YOT FAAT ATHLAAT ARET0T Degrab] SATAAT Dl
TE | 39 DG B AT KT AT THGI D5 1 A AT BT TS 7 | T8 D5 IR H TR T8 aTell I gRefm
TSI B | I8 Qoid] 1 WU 3 AISER 3TURT 31X AR JADHaTg Pl HH R b oY BRI B © |

3 ThIhl & AT ATgaR BRRID, ALALS. HHDT DR Ud U RIved 9917 T € o b Argeark W § 814 dTel
YRl BT UBAM PR e Al JUNferdl G Ugdl od & | 591 909 APl A I8 BIICT Bl & fb AR B AIgaR WA
R & 2 |

5. AR ATeR Y& Uq faciia |eradr gd 9H1fd— 209 A 019 A% YR WRGR A AR &l & oy amdced
JITIT B | R09%—95 H NI A <y BRI AT 9T S 37T 9¢ BY ¥9€ HRIS 8 TAT & | U §9HT I areqdd 718) 8
TR AR GReTT YOTell 980 81 1S & | 96T areqd 3 7 f& 9gd @Rl & ATl IR 9 $HIH | Had Al B ae W&l
2T e D IR R TR |

6. Frsps— HRMAT & gearq FaE iR 37 B TS 81 Y R AT eI DI IR AT 37ed Aeeayol a1 faar
TS Feldd AISaR WY Bl RIS T AP 81 TAT FIfh ORTY AT STIIC S AIH A 81 ol | fb ARa {1
fasTereiieT <21 € A1 39 a1 B T 96 Sl & b 99e Ui qof wu |9 [JeRid <2 &l o § doild! e &H
BT | ¥ B & BRYT WRA &I AISER W AR gl & Ul Fda-Teiiel Arfad 81 G & | 59 yRRIfT 7 gigaar s
# 7 o5 goia: faefia <ei & FeanT foran S 3R a1 A 3R S WigeR 89all 9 g2 &l TP qh-iId] IR B
farar ST |

References

1. TANS, Cyber attacks: India among top 3 most-affected nations in Asia in 2021, Business Standard, 2021,
https://www.business-standard.com/article/international/cyber -attacks-india-among-top-3-most-affected-

Segeierer (fergiren otter ufieT) @Ug—10, -1, T-2022 (31 TAL.TRT. : 2322-0708, 3 TS TATEL. © 2350-0123)



onfer U

nations-in-asia-in-2021-122022400945 1.html.

2. Zaidi, Khadeeja (2021)Artificial intelligence and cyber law, https://blog.ipleaders.in/artificial-intelligence-
cyber-law/ (last visited Jun §,2022).

3. McCarthy, J. et al. (1955) A PROPOSAL FOR THE DARTMOUTH SUMMER RESEARCH PROJECT
ONARTIFICIAL INTELLIGENCE, (1955), http://jmc.stanford.edu/articles/dartmouth/dartmouth.pdf.

4. AM Turning, Computing Machinery and Intelligence, LIX Mind 43340 (1950).

5. Kristin Burnham, Artificial Intelligence vs. Machine Learning: Whats the Difference?, Artificial Intelligence
vs. Machine Learning: Whats the Difference?(2020),
https://www.northeastern.edu/graduate/blog/artificial-intelligence-vs-machine-learning-whats-the-
difference/ (last visited Jun 8, 2022).

6. Future Series: Cybersecurity, emerging technology and systemic risk, 159 (2020),
https://www3.weforum.org/docs/WEF_Future Series Cybersecurity emerging technology and_systemi
c_risk 2020.pdf.

7. Julien Maury, Al & ML Cybersecurity: The Latest Battleground for Attackers & Defenders, (2022),
https://www.esecurityplanet.com/threats/ai-ml-cybersecurity/ (last visited Jul 8, 2022).

8. Indian Computer emergency Response Team (CERT-In), CERT-In Annual Report, 122 (2022), https://cert-
in.org.in/.

. Id.at7.

10. Deloitte, AN OVERVIEW OF THE CYBER-SECURITY INDUSTRY IN INDIA, 114 (2018),
https://www2.deloitte.com/content/dam/Deloitte/in/Documents/risk/in-deloitte-itsa-pov-noexp.pdf  (last
visited Aug §,2022).

11. Indian Computer emergency Response Team (CERT-In), supranote 8 at §.

12. 1d. at 12.

13. Shekhar, Snehanshu (2021)Cyber attacks rising in India, CERT-In alerts to over 700 entities: Govt in Lok
Sabha, India Today, https://www.indiatoday.in/india/story/cyber-attacks-rising-in-india-cert-in-alerts-to-
over-700-entities-govt-in-lok-sabha-1833783-2021-07-28.

Sreqeerer (ferso efter ufiiesT) @Us—10, Sid-1, T-2022 (31 TEL.TAT. © 2322-0708, 33T TATE. : 2350-0123)



