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Abstract-Digitization is the talk of the day and everything everywhere is being digitized. On one hand 
digitization presents immense importance from the view point of convenience but at the same time it raises 
pertinent questions regarding security. The paper presents a discussion on the various aspects relating to cyber 
space, cyber security, cyber law and the step by government to make the Indian cyber space safe and secure. The 
paper also takes into account data which shows the trends of cyber-attacks and compares the nature of attacks 
with the steps taken by the government to curtail such attacks in the future. Towards the end, the paper provides 
solutions for the better development of cyber security protocols in India. 
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lkbcj Lisl dks lqjf{kr j[kus esa e'khu vf/kxe ,oa —f=e cqf) dk ç;ksx vkSj 
blesa ljdkjh laxBuksa dh Hkwfedk
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lkj& vkt ds le; esa fMthdj.k cgqpfpZr gSA ;g blfy, gS D;ksafd fMthdj.k phtksa dks cgqr vklku vkSj lqfo/kktud cuk nsrk 
gSA lqfo/kktud vkSj vklku cukus ds lkFk&lkFk fMthdj.k lqj{kk ls lEcaf/kr loky Hkh ppkZ esa lfEefyr djrk gSA bl ys[k ds 
ek/;e ls lkbcj Lisl] lkbcj lqj{kk lkbcj fof/k vFkok ljdkjh uhfr;ksa dks ckjhdh ls le>k tk;sxk vkSj ;s tkuus dk ç;kl fd;k 
tk;sxk fd D;k bu lc ls Hkkjr dh lkbcj Lisl lqjf{kr gks jgh gS ;k ugha \ lkFk gh chrs dqN lkyks esa fdrus lkbcj geys gq, gSa vkSj 
ljdkjh uhfrvksa dk bu geyksa ij D;k çHkko iM+k gS ;s Hkh le>us dk ç;kl fd;k tk;sxkA var esa Hkkjr dh lkbcj Lisl dks vkSj 
lqjf{kr dSls djk tk;] blds mik;ksa ij Hkh fopkj fd;k tk;sxkA

cht 'kCn& fMthdj.k] lkbcj lqj{kk] lkbcj fof/k] —f=e cqf)eÙkk] e'khu vf/kxe] baVjusV

1- ifjp;& fo”o dk Hkfo"; fMftVy gksus okyk gS vkSj vkus okys le; esa bl fMthdj.k dh xfr vkSj Hkh c<+us okyh gSA fMthdj.k 
ds dkj.k miHkksDrk dks tc tks oLrq pkfg, og oLrq mls mlh {k.k feyus dh lEHkkouk Hkh c<+ xbZ gSA blds pyrs baVjusV v‚Q fFkaXl 
¼vkbZ-vks-Vh-½  dh vo/kkj.kk dh mRifRr ,oa fodkl gqvk gSA ljy 'kCnksa esa dgk tk; rks vkbZ-vks-Vh dk vFkZ ;g gS dh og lHkh oLrq,a 
ftuesa fofHkUu çdkj ds lsalj vr% l‚¶Vos;j gaS( og oLrq, baVjusV ds ek/;e ls ,d nqljs ls tqMh gqbZ gSaA ;g midj.k ?kjsyw gks ldrs 
gSa vr% vkS|ksfxd Hkh gks ldrs gSaA chrs ;qx ds foijhr vc MkVk isij ij ugha vfirq loZj ij lax`ghr djk tkrk gSA blls dbZ Qk;ns 
Hkh gSa vkSj dbZ uqdlku HkhA ,d vksj MkVk lqyHk gks x;k gS rFkk nwljh vksj MkVk dks pqjkuk vkSj gsjkQsjh djuk Hkh ljy gks x;k gSA 

tSls fd vius ?kjksa esa ge yksx ewY;oku oLrqvksa dks rkys&pkHkh ls lqjf{kr j[krs gSa Bhd oSls gh loZj ij fLFkr MkVk dh lqj{kk Hkh 
,fUØI'ku] ikloMZ bR;kfn tSlh rduhdksa ls lqjf{kr dh tkrh gSA ijUrq fMthdj.k ds vfr'kh?kz gksus ls lqj{kk ,d dne ihNs NwV xbZ 
gSA vkadM+s crkrs gS fd „å„ƒ esa fo”o esa lcls vf/kd lkbcj geys ,f'k;k esa gq, vkSj pkSdk nsus okyh ckr ;g gS dh ,f'k;k esa gksus okys 
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lkbcj geys ds ns'kksa esa Hkkjr rhljs LFkku ij vkrk gSA
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vc D;ksafd izR;sd fMftVyh oLrq ,d nqljs ls baVjusV ds ek/;e ls tqMh gqbZ gS rks lkbcj geys ls gksus okyh gkfu dh lEHkkouk cgqr 
c<+ tkrh gS vkSj blh fy, lkbcj lqj{kk vkSj Hkh vf/kd egRoiw.kZ gks tkrh gSA

2- lkbcj lqj{kk D;k gksrh gS \ ljy 'kCnksa esa dgk tk; rks lkbcj lqj{kk oks lqj{kk gS ftlls fd lkbcj geys jksds tk ldrs gaS] ;k 
muds udkjkRed çHkko dks de fd;k tk ldrk gSA lkbcj geys ds ek/;e ls ,d /kks[ksckt/lkbcj vijk/kh ç;ksäk ds usVodZ dks 
ckf/kr dj ldrk gSA lajpukRed :i ls vfHkdfYir ifjdfyr gsjkQsjh dj daI;wVj usVodZ dks u"V fd;k tk ldrk gS ftlds 
dkj.k iwjs laLFkku dks vkfFkZd uqdlku mBkuk i<+ ldrk gSA lkbcj lqj{kk dk ,d gh mn~ns'; gS vkSj oks mn~ns'; gS fd mi;qZä fLFkr 
uqdlku ls laLFkkuksa vkSj O;fä dks cpkukA

tSlk dh mi;qZä vuqPNsn esa dgk x;k gS dh fMthdj.k cgqr rsth ls gqvk gS vkSj MkVk dks lqjf{kr j[kuk ekuoh; :i ls laHko ugha gS] 
blds fy, —f=e cqf)eÙkk dk ç;ksx fd;k x;k gSA Bhd oSls gh tSls lqj{kk ç.kkyh dks —f=e cqf)eÙkk dk ç;ksx dj ds etcwr cuk;k 

2x;k gSA mlh çdkj vijkf/k;ksa us Hkh —f=e cqf)eÙkk dk ç;ksx dj ds vius geyksa dks lq/kkjk gSA

3- —f=e cqf)eRrk] e'khu vf/kxe ,oa lkbcj lqj{kk ij buds çHkko& ,d lkekU; balku ds fy, —f=e cqf)eÙkk dsoy ,d 
jkscksV dh dYiuk gks ldrh gS ijUrq rduhdh rkSj ij dgk tk; rks —f=e cqf)eÙkk blls dgh vf/kd gSA ts eSddkFkhZ] ,e0 ,y0 

3feaLdh] ,u0 jkspsLVj] vkSj lh0 bZ0 'kSuu dh ifj;kstuk —f=e cqf)eÙkk dks cM+s vPNs ls ifjHkkf"kr djrk gSA lkFk gh ,yu VfuaZx] 
4 —f=e cqf)eÙkk ds laLFkkid] us —f=e cqf)eÙkk dh cqfu;kn ƒ‹‡å esa gh ÞD;k e'khu lksp ldrh gS\Þ loky iwN dj dj nh FkhA

lkekU;rk —f=e cqf)eÙkk ,d ,slh çkS|ksfxdh gS ftlesa ekuo lksp gks ldrh gS ;k og çkS|ksfxdh gS tks dqN Hkh lh[krh gS mlds 
vk/kkj ij ifj.kke mRiUu dj ldrh gSA ;g Hkh dgk tk ldrk gS dh —f=e cqf)eÙkk ekuoh; cqf) dh udy gS tks dh e'khu }kjk 
dh tkrh gSA —f=e cqf)eÙkk dh rqyuk ,d Lo&lh[k ,Yxksfjne ls Hkh dh tk ldrh gSA 

e'khu vf/kxe Hkh —f=e cqf)eRrk dk ,d çk:i gSA eksVs rkSj ij dgs rks —f=e cqf)eRrk ls l‚¶Vos;j cqf)eku çrhr gksrk gS ijUrq 
oks l‚¶Vos;j ftl MkVk dk mi;ksx dj ds cqf)eku gksrk gS ml rduhd dks e'khu vf/kxe dgk tkrk gSA e'khu vf/kxe esa cgqr 
lkjk MkVk l‚¶Vos;j }kjk lalkf/kr fd;k tkrk gS] vkSj blh lalk/ku ls e'khu vius vki dks fl[kkrh gSA ;g dguk xyr ugha gksxk 

5 
fd e'khu vf/kxe ls l‚¶Vos;j ifjf'k"V gksrk gS vkSj cqf)eÙkk ds iFk ij vxzlj gksrk gSA m)j.k ds rkSj ij bls bl rjg le>k tk 
ldrk gS fd ,d e'khu dks crk fn;k x;k gS dh mls fcanq 'vk' ls fcanq 'l' rd tkuk gS lkFk gh ml e'khu dks MkVk fn;k tkrk gS 
ftlls fd og e'khu cqf)eÙkk ds iFk ij vxzlj gks lds] blds lkFk mlds l‚¶Vos;j dks Lo;a lh[kus dh {kerk Hkh çnku dh tkrh 
gSA ifj.kke Lo#i og e'khu iqu:fDr;k¡ djrh gS vkSj fcanq 'vk' ls fcanq 'l' rd igq¡pus dk lcls lh/kk ljy vkSj NksVk jkLrk Lo;a 
çkIr dj ysrh gSA

fMthdj.k gsrq lHkh oLrq,a fMftVy çk:i esa cnyh tk jgh gSA D;ksafd laxBuksa dks rjDdh djuh gS vkSj D;ksafd rjDdh ds fy, 
baVjusV vge~ gS rks lHkh laxBu fMftVy :i ls baVjusV ls tqM+s gq, gSA vkSj rks vkSj vf/kdrj laxBuksa dk MkVk v‚uykbu loZj esa 
fLFkr gSA le`f) ds fy, —f=e cqf)eÙkk ,oa e'khu vf/kxe Hkh vko”;d gks tkrk gSA vkt ds le; esa MkVk bruk vf/kd gks pqdk gS 
fd balku ds cl esa mls fu;af=r vkSj çk—r djuk vlaHko gks x;k gS] blfy, balku dks —f=e cqf)eRrk ,oa e'khu vf/kxe dh vf/kd 
vko'kdrk iM+rh gSA lkbcj Lisl ds {ks= esa Hkh dqN ,slk gSA oks le; vk pqdk gS tc usVodZ dh j{kk djus okys vkSj usVodZ dks gkfu 
igqapkus okys nksuksa gh —f=e cqf)eRrk ,oa e'khu vf/kxe dk mi;ksx dj ds ,slk daI;wVj l‚¶Vos;j cuk jgs gS tks fd Lo;a gh fdlh 
loZj dks Hksn dj laosnu'khy MkVk dks vfrlaosnu'khy cuk ldrs gSa vkSj blls miHkksäk dks gkfu igqap ldrh gSA 

vc D;ksafd usVodZ ds geykoj vkSj j{kd nksuksa gh bu rduhdksa dk bLrseky dj jgs gSa rks 'ykHk ds larqyu' dks fu/kkZfjr djuk dfBu 
6 

gks tkrk gSA ;s fu/kkZfjr djuk vkSj Hkh dfBu gks tkrk gS D;ksafd ;s rduhds ekuo i;Zos{k.k ds fcuk gh dk;Z djrh gSa vkSj dbZ ckj ,slk 
Hkh gksrk gS fd —f=e cqf)eRrk ,oa e'khu vf/kxe ds feJ.k dk ifj.kke lkslZ dksM ij iM+rk gS vkSj lkslZ dksM cny tkrk gS tks dh 
ewy lkslZ dksM ls vyx gksrk gSA ,sls esa dgk tk ldrk gS fd e'khu us ekuoh; cqf) dks ihNs NksM+ fn;k gSA bl ifj–'; esa gksus okyh 
gkfu dk mRrjnk;h dkSu gksxk ;g fu/kkZfjr djuk yxHkx vlaHko gks tkrk gSA

tSls gj flDds ds nks igyw gksrs gSa oSls gh —f=e cqf)eRrk ,oa e'khu vf/kxke ds Hkh nks igyw gaSA vHkh rd geus blds nq"çHkko ds ckjs 
esa ckr dh gS vkSj vc ge blds ykHk dh Hkh ckr djsaxsA tSlk dh mi;qZä vuqPNsnksa esa dgk x;k gS fd bu nksuksa rduhdksa ds ç;ksx ls 
lkbcj Lisl dh lqj{kk dks Hksnk tk ldrk gS Bhd mlh rjg bu rduhdksa dk iz;ksx lkbcj Lisl dks lqjf{kr cukus ds fy, Hkh fd;k 
tk ldrk gSA e'khuh vf/kxe esa ,d rduhd gksrh gS fjxzs'ku vkSj bl rduhd dk mi;ksx dj ds lkbcj j{kd fdlh Hkh lkbcj geys 

7dk iwokZuqeku yxk ldrs gSaA
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4- Hkkjr esa lkbcj lqj{kk ds cnyrs vk;ke& lkbcj lqj{kk vFkok lqj{kk dh ladYiuk fiNys n'kd esa cgqr cnyh gSA igys ,aVh 
ok;jl l‚¶Vos;j ls flLVe dks lqjf{kr djk tk ldrk Fkk ijUrq vc ,slk ugha gSA lkbcj lqj{kk ?kVuk,a tks fd lu~ „åƒå esa ek= 
ƒå…ƒ‡ Fkh og c<+dj lu~ „å„ƒ esa ƒ† yk[k ls Hkh vf/kd gks xbZA blls irk pyrk gS fd lkbcj lqj{kk ,d jk"Vª ds fy, fdruh 
egRoiw.kZ gSaA blds vfrfjDr Hkkjrh; daI;wVj vkikrdkyhu çfrfØ;k Vhe us „å„ƒ esa ̂ ƒŠ lqj{kk psrkofu;ka tkjh dhA lu~ „å„ƒ esa „ 
yk[k ls t~;knk nqHkkZoukiw.kZ dksM idMs+ xbZ vkfnA rkfydk&ƒ bu ?kVukvksa ds ckjs esa foLr`r :i ls O;k[;k djrh gS rFkk 
rkfydk&„ lqj{kk ?kVukvksa dk fooj.k nsrh gSA

8
4-1 rkfydk&ƒ- çcaf/kr ?kVuk,a

xfrfof/k;ka lu~„å„ƒ 

lqj{kk ?kVukvksa dk fuokj.k  

 

ƒ†„Šå‹
 

 

 

lqj{kkfNæ uksV~l çdkf'kr …‹å

 

 

 

çdkf'kr ijke'kZ ‡„

 

lqj{kk vyVZ tkjh ˆƒŠ

çf'k{k.k vk;ksftr ƒ‹

lkbcj lqj{kk e‚d fMªy 

jk"Vªh; vH;kl@O;k;ke ‹

varjkZ"Vªh; vH;kl@ vH;kl  ‰
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4-2 rkfydk&„ -lqj{kk ?kVukvksa dk fooj.k 

lqj{kk ?kVuk,a lu~ „å„ƒ 

 

fQf'kax ‡„… 

 

vuf/k—r usVodZ LdSfuax@tk¡p †…„å‡‰

 

vlqjf{kr lsok ‰„Š„‰ˆ

ok;jl@ nqHkkZoukiw.kZ dksM „å‹ƒƒå

osclkbV fo:i.k „‰†åŠ

osclkbV ?kqliSB vkSj ekyos;j çpkj.k ƒ†Š‹

vU; …‹†ˆ

dqy ƒ†å„Šå‹

a  

 

 

 

 

 

 

 

 

ubZ rduhdksa ds fodkl ds dkj.k Hkkjr ds cnyrs [krjs ds ifj–'; dks çksRlkgu çkIr gks jgk gSA jk"Vªh; l‚¶Vos;j vkSj lsok daifu;ksa 
ds la?k us fjiksVZ fd;k gS fd Hkkjr „å„å rd baVjusV v‚Q fFkaXl ds cktkj dk „å% fgLls ij viuk gd tekus dh bPNk j[krk gSA 

10blds pyrs O;olk; lkbcj lqj{kk ds çfr laosnu'khy gks jgs gSaA

lkFk gh ljdkj ds Hkh dbZ dne gaS tks fd lkbcj Lisl dks lqjf{kr djus ds fy, mBk, x, gaSA buesa ls lcls igyk dne gS daI;wVj 
vkikrdkyhu çfrfØ;k Vhe dks LFkkfir djukA ;s Vhe lkbcj ?kVukvks ds çcka/ku ds fy, ,d uksMy ,tsalh gSA bl ,tsalh ds ikl 
vk/kqfud midj.k gSa ftudh lgk;rk ls ;s [krjksa dks fu;af=r djrh gSA blds lkFk gh Hkkjr ds ikl,d ladV çca/ku ;kstuk gS 
ftlls fd lkbcj geyk gksus ij ekud çpkyu çfØ;k,a Lo;a lapkfyr gks tkrh gSA bldk ykHk ;s gS fd cM+s iSekus ij O;o/kku ugha 
gksrk gS vkSj ?kVuk ;k geyk fujL= gks tkrk gSA „åƒ‰ esa Hkkjr ljdkj us lkbcj LoPNrk dsaæ dh LFkkiuk dh FkhA bl dsaæ dk ewy 
mn~ns'; ckSV&usV laØe.k dks igpku dj u"V djuk gSA vkxs ckSV&usV ds laØe.k u gks blfy, ;s dsaæ vafre ç;ksDrk ds usVodZ 

11
flLVe dks lqjf{kr Hkh djrk gSA rkfydk&… bl dsaæ ds ckjs esa foLr`r :i ls lwpuk nsrh gSA
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12
4- rkfydk …- ckSV&usV }kjk VªSd dh xbZ ?kVuk,¡

buQkWesZ'ku VsDuksy‚th vf/kfu;e] „ååå ds vuqPNsn ‰åv ds rgr ,d fo'ks"k vfHkdj.k dh ekax djh tkrh gS tks fd Økafrd 
volajpuk dks lkbcj geyksa ls lqjf{kr j[ksA bl vf/kfu;e ds pyrs jk"Vªh; egRoiw.kZ lwpuk volajpuk laj{k.k dsUædh LFkkiuk dh 
xbZA bl dsaæ ds vykok jk"Vªh; lkbcj leUo; dsaæ dh Hkh LFkkiuk dh xbZ gSA ;g dsaæ Hkkjr essa bZ&fuxjkuh j[kus okyh jk"Vªh; lqj{kk 
,tsalh gSA ;g ,tsalh eq[; :i ls lkbcj vijk/k vkSj lkbcj vkradokn dks de djus ds fy, dk;Z djrh gSA

bu rduhdksa ds vykok lkbcj Qksjsafld] lh-oh-bZ- Øekadu çkf/kdj.k ,oa ,sls flLVe cuk;s x;s gaS tks fd lkbcj Lisl esa gksus okys 
[krjksa dks igpku dj mUgsa nwljh ç.kkfy;ksa rd igqapk nsrs gSaA bu lc rduhdksa ls ;g Qk;nk gksrk gS fd Hkkjr dh lkbcj Lisl 
lqjf{kr jgrh gSA 

5- Hkkjrh; lkbcj lqj{kk ,oa foRrh; lgk;rk ,oa lekfIr& „åƒ‡ ls „å„ƒ rd Hkkjr ljdkj us lkbcj lqj{kk ds fy, vkoaVu 
c<+k;k gSA „åƒ‡&ƒˆ esa vkoaVu ek= Š‡ djksM+ Fkk tks fd vkt c<+ dj †ƒˆ djksM+ gks x;k gSA ijUrq bldk ;s rkRi;Z ugha gS fd 
Hkkjrh; lkbcj lqj{kk ç.kkyh csgrj gks xbZ gSA bldk rkRi;Z ;s gS fd c<+rs [krjksa ds lkFk Hkkjr ns'k dne ls dne feyk dj py jgk 

13
gS ;k pyus dh dksf'k'k dj jgk gSA

6- fu"d"kZ& dksjksuk ds i'pkr~ O;olk; vkSj vU; dk;Z v‚uykbu gks x, vkSj blus baVjusV dks vkSj Hkh vf/kd egRoiw.kZ cuk fn;k 
ftlds pyrs lkbcj Lisl dks lqjf{kr j[kuk vko”;d gks x;k D;ksafd vijk/k Hkh baVjusV ds ek/;e ls gksus yxsA pw¡fd Hkkjr vHkh 
fodkl”khy ns'k gS rks bl ckr dh lEHkkouk c<+ tkrh gS fd mlds ikl iw.kZ :i ls fodflr ns'kksa dh rqyuk esa rduhdh Kku de 
gksxkA ;s gksus ds dkj.k Hkkjr dh lkbcj Lisl lkbcj geyksa ds çfr laosnu'khy lkfcr gks ldrh gSA bl ifjfLFkfr esa cqf)eRrk blh 
esa gS fd iw.kZr% fodflr ns'kksa ls lg;ksx fy;k tk; vkSj lkFk fey dj bu lkbcj geyksa ls cpus dh vR;k/kqfud rduhdksa ij dke 
fd;k tk;A
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